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Background and Motivation



:, . Process Isolation + Side-Channel Isolation
Process Pq . - Process P2

Main
memory

P, Data P, Data
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:, . Process Isolation + Side-Channel Isolation

o
Process Pq .

o
- Process P2

VA: 0x100 VA: 0x100
MMU
VA | PA 1] (VAto PA

P1 | 0x100/0x500 translation)

52 [0x100/0x900
PA: 0><50V yA: 0x900

P, Data P, Data Main
memory
0x500 OX300

Processes cannot read each other's memory (MMU / permissions)
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£ Process Isolation +# Side-Channel Isolation

/:‘
[ o
Process Pq . - Process P2

N

1
Set 2
3
1.2 3 4
/ Lines \
P, Data P, Data Main
memory
0x500 0x900

But they still share the last-level cache (LLC)
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., . Process Isolation # Side-Channel Isolation

[ o
Process Pq . - Process P2

N

1
Set 2
3
1.2 3 4
/ Lines \
P, Data P, Data Main
memory
0x500 0x900

Risk: timing-based leakage without direct memory access
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.~ cache Prime+Probe

Victim code

if (secret[0]) {

a = set[1];
} else {
a = set[2];
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Victim . «'!» Attacker

Ak

Attacker code

[

access_all(setl);

2 sleep(t);
3 t0 = get_time();

] 4 access_all(setl);
5 time = get_time() - tO;

Set 2

6 Dbit = (time > T);

3

1 2 3 4
Lines

Setup: Attacker and victim share the LLC.
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-, . Cache Prime+Probe

Victim code

if (secret[0]) {

a = set[1];
} else {
a = set[2];

Victim

Set 2

2 3
Lines

4

«'!»i Attacker

[

g e W N

Attacker code

access_all(setl);
sleep(t);

t0 = get_time();
access_all(setl);

time = get_time() - t0;
bit = (time > T);

Prime: Attacker access all cache lines of target set.

4  Amit Choudhari



-

-, . Cache Prime+Probe

[SIEE N N

Victim . «% Attacker

Victim code Ak Attacker code
if (secret[0]) { 1 access_all(setl);

a = set[1]; 2 sleep(t);
} else { 3 t0 = get_time();

a = set[2]; ] 4 access_all(setl);
} 5 time = get_time() - t0;

set 2 6 bit = (time > T);
3
1 2 3 4
Lines

Victim (secret-dependent) access: Attacker’s data is evicted from the LLC.
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-, . Cache Prime+Probe

Victim "
Victim code ab

if (secret[0]) {

«'!»i Attacker

C]

a = set[1];
} else {
a = set[2]; 1 Miss| Hit [ Hit | Hit
}
Set 2
3
1 2 3 4
Lines

[

g e W N

Attacker code

access_all(setl);
sleep(t);

t0 = get_time();
access_all(setl);

time = get_time() - t0;
bit = (time > T);

Probe: Reaccess setl: slow (miss) = bit=1; fast (hit) = bit=0.
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... Untrusted Device: Malicious NIC Firmware

Victim
Process

(O

Target
memory
access

cache

I\/_Ialicious
Firmware

Attacker lives on the NIC (Malicious firmware)
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... Untrusted Device: Malicious NIC Firmware

Victim
Process

(O

memory
QCCesSSs | tmmmmmmmsssmmsssssssssssee >

Send/Receive

Last level : packet
cache (DMA transfer)

Target +

l\/_lalicious
Firmware

NIC can send/receive packets; craft packets at will, DMA to host memory.
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... Untrusted Device: Malicious NIC Firmware

Victim Victim's target
Process memory

Accessed — Slow &
©s Not accessed —  Fast }_;_23

Response

Target +
memory | ' Request Response @
access e ——————— >
Send/Receive
Last level packet
cache (DMA transfer)
Malicious
Firmware

If the target memory was accessed, handling is slow; otherwise fast.
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Challenges for NIC-Side Prime+Probe

Victim Victim's target
Process memory

Accessed — Slow &
| oS | Not accessed =  Fast }:f;?

Target A

@
memory Request  Response @)
access
Y
Last level [TTT 7771
cache U

Malicious
Firmware

Response

Is it trivial to perform P+P cache SCA from NIC?
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Challenges for NIC-Side Prime+Probe

Victim Victim'starget  pagponse
Process memory
Accessed — Slow &
oS =
| | Not accessed —  Fast ;:f;?
Target A
memory Request  Response @
access
No two access 0| Last level “'
(No P+P) e NI
Malicious
Firmware

No two accesses: P + P needs two touches; we influence at most one.

P+P  Mapping Coverage Control  Timer
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Challenges for NIC-Side Prime+Probe

Victim Victim'starget  pagponse
Process memory
Accessed — Slow &
oS =
| | Not accessed —  Fast ):_f?
Target A
memory Request  Response @
access
No two access

Y
I |
oo Otz (T

Send/Receive

( packet fer) Malicious
Main T TTTTTT DMA transfer, Firmware
4t T
o.
No direct cache access
(No RDMA/DDIO)

No direct cache access: NIC writes hit DRAM; kernel loads cache.

P+P  Mapping Coverage Control  Timer
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Challenges for NIC-Side Prime+Probe

Victim Victim'starget  pagponse
Process memory
Accessed — Slow &
| os | =
Not accessed —  Fast ):_f?
Target A
memory Request  Response @
access
No two access 1ot level “’
(Nop+p) @ Lastiovel [IITTTIT] | }
Send/Receive
t packet Malicious

I ‘ (DMA transfer)| Firmware

Main ] TTTT
memory [; Ll i
o' (%3

No direct cache access NO random access
(No RDMA/DDIO) (IoMMU)

No random access: IOMMU blocks arbitrary NIC DMA.

P+P  Mapping Coverage Control  Timer
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Challenges for NIC-Side Prime+Probe

Victim Victim'starget  pagponse
Process memory
Accessed — Slow &
(&) =
| | Not accessed =  Fast ):_f?
Target 4 ©)
memory | I Request Response @
access | ==
No two access 1ot level Y
(Nopsp) | O Mo I | A
Send/Receive
Q! packet Malicious
No control over Main TTTTTTTTTTT ‘ (DMA transfer)| Firmware
cache loads memory : 1
<} (X
No direct cache access NO random access
(No RDMA/DDIO) (IoMMU)

No control over loads: kernel decides when lines enter LLC.

P+P  Mapping Coverage Control  Timer
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Challenges for NIC-Side Prime+Probe

Victim Victim'starget  pagponse
Process memory
Accessed — Slow &
| 0s | -
Not accessed —  Fast ):_f?
Target A
memory Request  Response @ 0! Not same
access time source
No two access 1ot level V
Mopspl Ot [T A
Send/Receive
0! t packet Malicious
No control over Main ;“ (DMA transfer)| Firmware
cache loads memory

No direct cache access O random access
(No RDMA/DDIO) (IoMMU)

Not same time source: NIC can't use CPU timers (rdtsc); need a proxy.

P+P  Mapping Coverage Control  Timer
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2 Linux IP Reassembly into Prime+Probe

%,

We exploit two kernel gadgets in IP
reassembly

Prime: Header checksum

Probe: Final reassembly

P+P Mapping Coverage Control Timer
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.’ Linux IP Reassembly into Prime+Probe

%10

Gadget 1 (Prime): Header checksum

Target cache set D:Dj Header checksum

1T 2 3 4 1  static int ip_frag_queue(struct ipq
Lines < *qp, struct sk_buff *skb) {
First fragment (O") 2 pskb_trim_rcsum(skb, offset);
3 if (LAST_FRAGMENT) {
4 ip_frag_reasm(qp, skb, ...);
0xCO 5 }
8§§+8 Dla-it:a?je‘r ?—iE:at:c;e‘r Dla-it:a%ie‘r Dla-it:ati‘e‘r 6 return O;
0Ox00 Header Header Header Header 7 }

64 bytes N fragments forming eviction set

1cacheline size

P+P Mapping Coverage Control Timer
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.’ Linux IP Reassembly into Prime+Probe

%10

Gadget 1 (Prime): Header checksum

Target cache set D:Dj Header checksum

1T 2 3 4 1  static int ip_frag_queue(struct ipq
Lines < *qp, struct sk_buff *skb) {
First fragment (O") 2 pskb_trim_rcsum(skb, offset);
3 if (LAST_FRAGMENT) {
4 ip_frag_reasm(qp, skb, ...);
0xCO 5 }
8§§+8 Dla-it:a?je‘r ?—iE:at:c;e‘r Dla-it:a%ie‘r Dla-it:ati‘e‘r 6 return O;
0Ox00 Header Header Header Header 7 }

64 bytes N fragments forming eviction set

1cacheline size

P+P Mapping Coverage Control Timer
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.’ Linux IP Reassembly into Prime+Probe

%10

Gadget 2 (Probe): Final reassembly
Fragment reassembly

1  static int ip_frag_queue(struct ipq
— *gp, struct sk_buff *skb) {

2 pskb_trim_rcsum(skb, offset);
3 if (LAST_FRAGMENT) {

4 ip_frag_reasm(qp, skb, ...);
5 }

6 return 0;

7

P+P Mapping Coverage Control Timer
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.’ Linux IP Reassembly into Prime+Probe

o

Gadget 2 (Probe): Final reassembly
Target cache set D:l:lj Fragment reassembly

1 2 3 4 1 bool skb_try_coalesce(sk_buff *to,
Lines <  sk_buff *from, ...)
First fragment (O*") Last fragment 2 {

3 if (len <= skb_tailroom(to)) {
4 skb_copy_bits(from, 0,

0xCO — skb_put(to, len), len);

0x80 | Data O | Data 1] Data N | Data N+ 5 }

Ox40 Header Header Header Header

0x00 Header Header Header Header 6 }

64 bytes N fragments forming
1cacheline size eviction set

P+P Mapping Coverage Control Timer
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:, . Linux IP Reassembly into Prime+Probe

%10

Gadget 2 (Probe): Final reassembly
Target cache set D:l:lj Fragment reassembly

1 2 3 4 1 bool skb_try_coalesce(sk_buff *to,
Lines <  sk_buff *from, ...)
First fragment (0™ mEQ?EEZQ_\ Last fragment 2 o

y - 3 if (len <= skb_tailroom(to)) {

Data N+ |*_ . .

DataN ¥ N 4 skb_copy_bits(from, O,
oxco| paa1 ¥ T . < skb_put(to, len), len);
0x80 | Data O | Data 1] Data N | Data N+ }
Ox40 Header Header Header Header 5
0x00 Header Header Header Header 6 }

64 bytes N fragments forming

1cacheline size eviction set

P+P Mapping Coverage Control Timer
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Mapping Fragments to a Target Cache Set

-’/“\\\
LLC RX ring buffers
]
Set 2
M PA, | Data O |
Header
1 2 3 N [_Header |
Lines

—
64 bytes
1cacheline size

L J o

P+P Mapping Coverage Control Timer
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Mapping Fragments to a Target Cache Set

=
Yo >

LLC RX ring buffers
]
Set 2 Set/Slice translate
ex: set = (PA >> line_bits)
M slice = hash(PA) PAfDatas I
1 2 3 N [_Header |

i —_—
Lines 64 bytes

1cacheline size

NIC Maps RX-buffer physical addresses — LLC set/slice.

| DO

P+P Mapping Coverage Control Timer
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RX ring buffers

Mapping Fragments to a Target Cache Set

LLC
]
Set 2
M
1 2 3 N
Lines
_

Set/Slice translate
ex: set = (PA >> line_bits)
slice = hash(PA)

PA;

—
— |
Data O | PA,| Datal]| |PAs| Data2 | |PAy| Data N |
Header Header Header Header
Header Header Header Header
N fragments forming eviction set

—_—
64 bytes

1 cacheline size

Use N4-2 fragments on an N-way set (exclude first/last).
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| DO

P+P Mapping Coverage Control

Timer
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RX ring buffers

Mapping Fragments to a Target Cache Set

-’/“\\\
LLC
]
Set 2
M
1 2 3 N
Lines
—_—

Set/Slice translate
ex: set = (PA >> line_bits)

slice = hash(PA)

—

— —
PA Data O | PA,| Datal] PA;| Data2 | _|PAN| Data N |
Header Header Header Header
Header Header Header Header

—_—
64 bytes
1cacheline size

N fragments forming eviction set

MTU/DHCP variation to expand set coverage.
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P+P Mapping Coverage Control

Timer
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.. NIC Measures Victim’s Access Time

Tim'e axis
Stop for NIC
IRQ

1. Mask/stop IRQs and DMA the tape without processing.

P+P  Mapping Coverage Control  Timer
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... NIC Measures Victim’s Access Time

N + dummy pkts

First ———— Last
Dummy | Dummy 2
packets packets 5

Fill RX buffers with attack packets Time axis

S“g(g) P for NIC

2. Fill RX ring with attack tape: SYN2 + N P-fragments + dummies.

P+P  Mapping Coverage Control  Timer
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... NIC Measures Victim’s Access Time

N + dummy pkts

First ———— Last
Dummy | Dummy (Q 2
packets packets E 5

Fill RX buffers with attack packets Time axis

S“g(g) P for NIC

3. Insert SYNI1 for baseline timestamp t.

P+P  Mapping Coverage Control  Timer
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... NIC Measures Victim’s Access Time

N + dummy pkts

First ————

.

Dummy

packets| ™

Dummy
packets

Last

L NAS
C NAS

>

Stop Fill RX buffers with attack packets Send

IRQ

4. Raise a single IRQ; kernel processes the tape in order.
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IRQ

P+P  Mapping Coverage Control  Timer

>
Time axis

for NIC
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... NIC Measures Victim’s Access Time

Fi N + dummy pkts Last Victim access
L — as (Eviction)
Dummy | Dummy ‘Q 2 :
packets packets z 5
Y —>
Stop Fill RX buffers with attack packets Send Time axis
IRQ IRQ for NIC

5. Victim access/eviction happens between SYN1and SYN2.

P+P  Mapping Coverage Control  Timer
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., . NIC Measures Victim’s Access Time

N + dummy pkts

Victim access

First— ————— Last (Eviction) 5 -
Dummy | Dummy (Q 2 ' ﬂ
packets packets E 5 — N
Stop Fill RX buffers with attack packets Send 4 t T;meNc;éis
or
IRQ IRQ

6. Receive RST1then RST2;, compute A = t; — t; to infer eviction.
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P+P  Mapping Coverage Control

Timer



. self-Eviction and Aging

Caches eviction policy (LRU): In an N-way set, inserting > N distinct

lines evicts an older one.
11 Amit Choudhari



. self-Eviction and Aging

Self eviction

Initial  [a[B]¥]8]
state 103 3

Self-eviction: Later P-lines evict earlier P-lines.
Risk: Probe becomes unreliable.
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. Self-Eviction and Aging

Self eviction

Initial  [a[B]¥]8]

state 103 3
Prime

Load Pj nmﬂn

1023

Self-eviction: Later P-lines evict earlier P-lines.
Risk: Probe becomes unreliable.
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. Self-Eviction and Aging

Self eviction

Initial  [a[B]¥]8]

state 1033
Prime

Load P71 [a[B]Pi]&]

1023
Load P, [a[B[PIPY
Fo22

2133

Self-eviction: Later P-lines evict earlier P-lines
Risk: Probe becomes unreliable.
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. Self-Eviction and Aging

Self eviction

Initial  [a[B]¥]8]

state 1 03 3
Prime

Load Pj nmmn

1023

Load P, EEEE
+6—2—2-
2133
Load P

2123

Self-eviction: Later P-lines evict earlier P-lines.
Risk: Probe becomes unreliable.
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-,.. Self-Eviction and Aging
Self eviction

Initial  [a[B]¥]8]
state 1 03 3
Prime

Load Pj nmmn

10203

Load P, EEHE
+6—2—2-
21%3

Load Py

2123

Load P, EEEE

222
3233

Self-eviction: Later P-lines evict earlier P-lines.
Risk: Probe becomes unreliable.
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-,.. Self-Eviction and Aging
Self eviction

Initial  [a[B]¥]8]
state 1 03 3
Prime

Load Pj nmﬂn

10203

Load P, EEEE
“+o22
2 3: 3

1¢
Load Ps

123

Load P, EEEE
2322
3233

N
ol

Eviction

Load V

22033

Self-eviction: Later P-lines evict earlier P-lines.
Risk: Probe becomes unreliable.
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-,.. Self-Eviction and Aging
Self eviction With Aging

Initial  [a[B]¥V ]3] AJAJAA
state 1033 2233

Load P71 [a[B]Pi]&]
Load P, EEEE

Load Ps
Load P, EEEM

Eviction

Loadv

22033

Aging: Preload the set with A-lines so the next N inserts evict only A's.
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. Self-Eviction and Aging

Self eviction With Aging

Initial  [a[B]¥V ]3] AJAJAA

state 1033 2233
Prime

toad P [a[BP[5]  [AJAPRI[A]

1023 22243

Load P, EEEE
+6—2—2-

Load Ps
Load P, EEEM

Ol
N
w
w

Eviction

Loadv

22033

Aging: Preload the set with A-lines so the next N inserts evict only A's.
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. Self-Eviction and Aging

Self eviction With Aging

Initial  [a[B]¥V ]3] AJAJAA
state 1033 2233
Prime
Load P [a[BIPi[&] AJAP]AY
1023 2223
Load P, [a[B[PiPI AJAPP
2 1433 3333
Load P;  [a[B[P3PY
2123
Load P, [a[B]Ps]Pd
2> —+2—2
3233
Eviction
Load v
2233

Aging: Preload the set with A-lines so the next N inserts evict only A's.
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. Self-Eviction and Aging

Self eviction With Aging

Initial  [a[B]¥V ]3] AJAJAA
state 1033 2233
Prime
toad P [a[BP[5]  [AJAPRI[A]
1023 2223
Load P, [a[B[PiPI AJAPP
2 1433 3333
Load P: [alp é; P, P3| A|P; [P,
2123 20333
Load P, [a[B]Ps]Pd
2322
3233
Eviction
Load v
2233

Aging: Preload the set with A-lines so the next N inserts evict only A's.
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. Self-Eviction and Aging

Self eviction With Aging

Initial  [a[B]¥V ]3] AdaAA]
state 1033 2233
Prime
Load P71 [a[B[Pi[&] AJAP[A]
10203 2223
Load P, [a[B[Ri[P3 AJAP[P
2 1433 3333
Load P3 alp 63 P, P3| AiPy|Py
21 23 2333
pe
Load P, [a[BPPd  [FEPAPiIP)
oo 2233
3233
Eviction
Loatv
22033

Aging: Preload the set with A-lines so the next N inserts evict only A's.
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. Self-Eviction and Aging

Self eviction With Aging

Initial  [a[B]¥V ]3] AJAJAA
state 1 0{33 2 2{33
Prime
toad P [a[BP[5]  [AJAPRI[A]
1023 2223
Load P, [a[B[PiPI AJAPP
2 1433 3333
Loadp; [a[fEF]  EIAPIF
21 23 2333
Load P, a|B|Ps 54 Ps3|P4|P1|Py)
222 2233
33233
Eviction

toad v
22033 22203

Takeaway: Aging increases the probability of correctly priming the target set.
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Signal Amplification: Domino Effect

After Aging, Victim evicts exactly one Py.
Probe sees a single miss on P,.
12 Amit Choudhari



Signal Amplification: Domino Effect

No Domino effect
After prime

R

Age B 3 3 3
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Signal Amplification: Domino Effect

No Domino effect
After prime

Data H-

Age 3 3 3 3
After eviction

Load vV M/ss
2 3 3 3

I
N
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-,.. Signal Ampilification: Domino Effect
No Domino effect

After prime
Data H

Age 3 3 3 3
After eviction

Load vV Miss

2 3 3 3
Probe
toad P, Ml P [P2]Ps] Hit
2 2 3 3
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Signal Amplification: Domino Effect

No Domino effect

After prime
Data HE

Age 30 3 3

3 o]

) er eviction
Load vV v E Miss

2 3 3 3

Probe

2 2 3 3

2 2 2 3
Load Ps Emm Hit

3 3 3 3
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Signal Amplification: Domino Effect

No Domino effect

After prime
Data HE

Age 30 3 3

3 o]

) er eviction
Load vV v E Miss

2 3 3 3

Probe

Load P; HEE Hit

2 2 3 3

2 2 2 3
Load Ps Emm Hit

3 3 3 3

[N A
2 3 3 3

Single miss = small A signal.
We need amplification!!
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Signal Amplification: Domino Effect

No Domino effect Domino effect
After prime

Data [Pa| Py [Pz [Ps] [P][P2[P:[P]

Age 3 3 3 3 3 3 3

After eviction

Q'

3 3 3
Probe

toad P, [l P [P2]Ps] Hit
3

N

%

3
E ‘ Load P, Miss
2 3 3

3

Domino: One miss triggers cascade of misses.
Order the probe accesses to mirror eviction order.
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Signal Amplification: Domino Effect

No Domino effect Domino effect
After prime

Data [P [Py [P2[Ps] [Pi]P.]P:]P4]

Age 3 3 3 3 3 3

After eviction

Load vV y E Miss Miss

I

2 3 3 3 2 3 3 3
Probe

Load P; HEE Hit
2 2 3 3

Load P, EEE Hit
2 2 2 3

Load P EEE Hit
% 3 3 3

13 N 1 A

2 3 3 3
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Signal Amplification: Domino Effect

No Domino effect Domino effect
After prime

Data [P [Py [P2[Ps] [Pi]P.]P:]P4]

Age 3 3 3 3 3 3

After eviction

2 3 3 3 2 3 3 3
Probe A

Load P; HEE Hit < P.| Miss E.
2 2 3 3 2 23 3

Load P EEE Hit
2 2 2 3

Load P EEE Hit
% 3 3 3

13 N 1 A

2 3 3 3
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Signal Amplification: Domino Effect

No Domino effect Domino effect
After prime

Data [P [Py [P2[Ps] [Pi]P.]P:]P4]

Age (& 33 3 3 3

After eviction

2 3 3 3 2 3 3 3
Probe

Load P,
2 2 23 2 2 2 3
toos -, [BIPARE +  EIERIR -
2222 2222
3 3 3 3 3 3 3 3
E‘ LoodP/,lvllss
2 ® 3 3

Result: larger A signal.
P, miss cascades to Py, Prio,. ..

12 Amit Choudhari



\
N
>

%,

No Domino effect Domino effect
After prime

Data |P4| Py | P2 | Ps P | P, |Ps|P,

Age 38 3 3 3 3 3 3 3

After eviction

© 0
Load v Miss wiss

3 3 3 2 3 3 3

Probe
Load P; EE

l
N

[N

Hit ﬁm

[P:] P
2 2 3 2 2 "‘ 3
Load P EEE Hit Eﬂ Miss
2 2 2 3 2 2 2 3
Load Ps EEE Hit Eﬁ Miss
3 3 3 3 3 3 3 3
Py
E‘ LoodP/,‘IS;‘ 1‘P2‘P3‘MISS ‘ﬁ;‘P1‘Pz‘p3‘MISS
2 3 3 3 2 3 3 3

Result: larger A signal.

" signal Amplification: Domino Effect

>

FEFF

P, miss cascades to Py, Prio,. ..
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., End-to-End NICraft

N-way cache set X

Data ﬂﬂ.ﬂ.
Age 1 3 3 =
Initial state

Initial cache set with random data
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.. . End-to-End NICraft

@ M Aging pkts
for controlling cache set Last

Firsty

Dummy
packets

N-way cache set X

Data ﬂﬂ.ﬂ.
Age 1 3 3 =
Initial state

NIC crafts M Aging packets
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., End-to-End NICraft

@ M Aging pkts
for controlling cache set Last

Firsty

Dummy
packets

N-way cache set X

Data [a[ B[V ]-{] Iﬂl
Age 1 3 31 33 3-
Initial state After Aging process
(Arto Ay)

Aging: M packets prepares the target cache set for Priming
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.~ End-to-End NICraft

@ M Aging pkts
for controlling cache set Last First

Dummy
packets

N-way cache set X

. @ N Priming packets for Prime
Firsty

Data [a[ B[V ]-{] Iﬂl
Age 1 3 31 33 3-
Initial state After Aging process
(Arto Ay)

NIC crafts N Fragmented packets
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.~ End-to-End NICraft

@ M Aging pkts
for c

ontrolling cache set Last First @ N Priming packets for Prime

el e

Firsty

Dummy
packets

N-way cache set X

Data ﬂﬂlﬂl I!l [PPP-{P
Age 1 3 3 = 33 3~ 33 33
Initial state After Aging process Loaded N fragments
(Asto Ay) (P; to Py)

Prime (Gadget 1): N Fragmented packets prime the target cache set
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. End-to-End NICraft

@ M Aging pkts Victim access
for c

@ N Priming packets for Prime

First, ontrolling cache set Last First (Eviction)
Dummy
packets

N-way cache set X /
Data [a[ B[V ]-{] Iﬂl [PPP-{P [P]P4--Pd
Age 1 3 3 -1 33 3- 3333 2333
Initial state After Aging process Loaded N fragments Victim target
(A to Ay) (P to Py) memory access

The victim’s accesses evicts the attacker fragment data.
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@ M Aging pkts
First, for ¢

ontrolling cache set

.~ End-to-End NICraft

Dummy
packets

N-way cache set X

Data ﬂﬂ.ﬂ.
Age 1 3 3 =
Initial state

IEEHH

3 3 3~

(Arto Ay)

Last First

@ N Priming packets for Prime

[PPP-{P
33 33
After Aging process Loaded N fragments

(Prto Py)

Victim access

(Eviction) @mbe
Last
[ZL2ERIEN
23 3.3

Victim target
memory access

Probe (Gadget 2): Sending last fragmented packet triggers IP
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.~ End-to-End NICraft

Victim access

M Aging pkts
@ for ¢ 9mng p @ N Priming packets for Prime

First, ontrolling cache set Last First ; (Eviction) @mbe
Last
Dummy
packets Domino
effect
triggered

N-way cache set X

Data

[PP4f- P

Age 133 3333 2333 2333
Initial state After Aging process Loaded N fragments Victim target Reassemble
(Ato Ay) (P to Py) memory access all fragments

(Miss Py->P,->..)

Domino effect: Domino effect kicks in due to cascading Probe misses
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... case Study | — Covert Control Channel

\' '/

User User
Application Application
os os
TRX Encod TXT X
Monitor \ o g Encode
=0 O &3
1 (0] 1
Y \
oo B N B - R
x x
Target set
a. NIC to User application b. User application to NIC
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Case Study | — Covert Control Channel

User User
Application

Application
os oS
TRX TXT TRX
Monitor 1o 1 e
I | |
ﬁ
\ 4 4 1 o 1

XS
X185

Target set

a. NIC to User application

b. User application to NIC
Setup: NIC firmware encodes bits by forcing/avoiding a single eviction between

SYNTand SYNZ2; receiver thresholds the completion-gap A =t, — ty.
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Case Study | — Covert Control Channel

s Upstream Evicted

s Downstream Evicted
20 W Downstream Non-Evicted 30 W Upstream Non-Evicted
>.15 >
g 9
2 2
g 1]
S 3
g g
& 10 g

240 260 280 300

0 2000 4000 6000 8000 10000
Cache Access Time (cycles)

Cache Access Time (cycles)

Downstream (NIC—Host) Upstream (Host—NIC)

Result: Both directions Evicted vs Non-evicted are distinguishable; achieved
rate ~ 0.76 bit/s (NIC—Host) and ~ 0.10 bit/s (Host—NIC).
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Case Study Il — Keystroke Activity Detection

Goal: Detect typing activity (not content) from the NIC.
Result: We detect typing activity from the NIC's with >96% precision overall.
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Case Study Il — Keystroke Activity Detection

5043
5067
5033
5087
5021
5063
s085
5046
5019

2 5070

[

© 5027
5040
5092
5094
5062
s039
5093
5091
5089
s071

Keypress detected

X False positive
Keypress session

e Fast (<180ms)
Medium (180-216ms)
Slow (216-302ms)

2000 2500 3000

1500
Time (seconds)

Goal: Detect typing activity (not content) from the NIC.
Result: We detect typing activity from the NIC's with >96% precision overall.
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. Mitigations
Cache Partition

- LLC partitioning to separate kernel vs. user. (note: kernel-kernel
leaks persist)
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... Mitigations

Cache Partition

- LLC partitioning to separate kernel vs. user. (note: kernel-kernel
leaks persist)

Detect anomalies
- PMU counters for unusual cache activity.

- Kernel hints: many tiny fragments / odd offsets.

18 Amit Choudhari



... Mitigations

Cache Partition

- LLC partitioning to separate kernel vs. user. (note: kernel-kernel
leaks persist)

Detect anomalies

- PMU counters for unusual cache activity.

- Kernel hints: many tiny fragments / odd offsets.
Disrupt predictability

- Randomize network buffer placement

- Flush header cache line (fragmented pkts)
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Target cache set

T2 3 4
Lines
First fragment (0") _memepyl) Last fragment
o . i
Data N 1o
Oatatl o AN
oxco | patai (4" N\
0x80 [Data 0 o BEERT
o
0300 [Header Header Header
byt NFragments forming
1 cacheline size eviction set

Prime+Probe from Reassembly
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. Summary

Target cache set
12 3 4

z Firse Nt dummy pkts Last A Victim access
[ dummy pXts
ines irst ast (EV\CUDH' = -
|- ~ packets packets | |Z| |2 [}

Data N (£ ~ £ 28

Dat‘aN \‘\ ! 1 —
oxco[“patal 14 AN Fill RX buffers with attack packets 4 t, Time axis
0160 [Data® Dty ot Stop P SI‘;"('; L e
O Ere
0x00 [ Header Header Header IRQ z

e Nfragments forming
1 cacheline size eviction set

One-IRQ Mechanism (Timing)
Prime+Probe from Reassembly
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5. Summary

Target cache set

N+ dummy pkts

Victim access

12 3 4
st ——— Y DS
First Last (Evicton) 1 -
First fragment (0*") Last fragment Dummy i Dummy 2 ; A ﬂ
o [T]| packets ackets z =i L
Data N#1 [~ [ P =N
Catan ;
oo Data \ Fill RX buffers with attack packets  Send 4 t,  Timeaxis
0460 [Dara 0 GEE) QB Tmee
for{ Lo o] IRQ =t o
0400 [—Heades Header

NTragments forming

1 cacheline size eviction set

One-IRQ Mechanism (Timing)

Prime+Probe from Reassembly

No Domine sffect omino effect
Aftor prime

FFFF

. EIEE
Aging + Signal Amplification (Domino)
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5, . Summary

Target cache set

12 3 4 N +dummy pkts Victim access
Lines First—————— (Eviction) =
First fragment (0] memepyl) Last fragment Dummy Dummy R &
P :/ ~ © | packets packets L
Batah N N\ —1
v t t, Time axis

N 1
\

N N stop  Fill RX buffers with attack packets  Send b & Tmead

o] Phea] IRQ IRQ t=tty

[CHeader |  [THeader |

NTragments forming

One-IRQ Mechanism (Timing)
Prime+Probe from Reassembly

oxco|Datal

[ Data 1T

No Domino effect Domino effect
Aftor prime

"7 pter wction
Caaa)
Probe ce
G
2]

- BT IS

=

=]

:
FFFF

a.NIC to User application b, User application to NIC

Aging + Signal Amplification (Domino) Case Studies
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